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(Abstract )
Although smart governance is starting to appear in underdeveloped nations, there are serious privacy and cybersecurity
concerns that need to be addressed. This has the potential to revolutionize government operations. A study was carried
out to pinpoint particular cybersecurity and privacy issues in the context of smart governance in developing nations.
The results show that since smart governance systems rely on a lot of personal data that could be exploited for things
like profiling or monitoring, data collecting and storage are significant privacy concerns.

Developing nations might not have the means or expertise to put robust cybersecurity safeguards in place, making them
open to cyberattacks. Third-party contractors may have laxer cybersecurity policies, and trusted insiders may abuse
their access credentials, adding to the risk to government networks. Cybercrime poses a serious risk, and political
attacks could target intelligent governance systems, jeopardizing their integrity and undermining public confidence in
governmental institutions. The study's conclusions emphasize how crucial it is to address cybersecurity and privacy
issues while creating intelligent governance systems in underdeveloped nations. Enacting strict data protection leg-
islation, funding cybersecurity infrastructure, and giving government workers priority cybersecurity awareness and
training are all imperative.

Albanian citizens suffered from cyberattacks more than once where most of their private data from the official govern-
ment app “E-Albania” was leaked. In addition, there should be regular risk assessments, audits, and the establishment
of explicit protocols and procedures for handling cybersecurity issues. In order to strengthen cybersecurity skills and
effectively counter cyber threats, international collaboration and information exchange might also be beneficial.

Introduction: Sh.XH. contributed to defining the overall scope of the study by identifying the key cybersecurity and
privacy challenges within the Albanian digital governance context. Sh.XH. led the framing of the research question,
drawing from the national case of Albania and emphasizing the importance of international best practices in securing
government networks.

Literature Review: A. N. conducted an extensive review of prior research on smart governance and cybersecurity
threats, particularly in developing countries. She. identified key works by West (2005), Heeks (2006), and Kshetri
(2010), and contextualized them within the Albanian landscape. A.N. provided critical insights into how the findings of
previous research could inform current efforts to enhance Albania’s cybersecurity infrastructure.

Methodology and Data: B.B. designed and executed the data collection methods. He conducted quantitative analysis
of cybersecurity breaches in Albania and the broader Balkans, analyzing statistical trends in attacks, particularly post-
2020. B.B. also ensured that the data gathered from respondents were anonymized and ethically handled.
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/" Research Results and Comments: M. M. interpreted the research results, analyzing the trends and patterns emerg- “\
ing from the data. He provided key insights into the relationship between insider threats and the vulnerabilities of Alba-
nian digital governance systems. M.M. also led the discussion on the implications of these findings, particularly focusing
on the increased attacks on Credins Bank and other private sector targets.

Conclusion and Recommendations: E.T. synthesized the findings into actionable recommendations for policymakers. She
drafted the final policy recommendations, advocating for stronger legal frameworks, improved digital literacy programs,
and phased implementation of smart governance systems. E.T. also emphasized the need for Albania to collaborate with
international cybersecurity bodies and integrate two-factor authentication for sensitive government services. The team
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collaborated on the final editing and approved the version for publication.
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Introduction

A new era of interconnectedness and efficiency in government
operations has been ushered in by the digital age. The bene-
fits of technology improvements include seamless communi-
cation, easily available information, and streamlined services.
But this advancement comes at a cost: a greater susceptibility
to attackers. Malicious actors frequently target governments be-
cause they own a lot of sensitive data and are looking to steal
it, profit from it, or jeopardize vital infrastructure. This study
examines the privacy and cybersecurity issues related to digital
governance in Albania, emphasizing particular difficulties and
possible solutions. The study underscores the necessity for con-
tinuous vigilance and adaptation in government cybersecurity
strategies. By acknowledging the challenges, understanding the
motivations of attackers, and implementing robust security mea-
sures, governments can safeguard sensitive data, protect critical
infrastructure, and maintain public trust.

Literature Review

Information and communication technologies (ICTs) are being
used as part of the shift to smart governance to increase the ef-
fectiveness, responsiveness, and transparency of public services.
However, there are also a lot of privacy and cybersecurity dan-
gers associated with the integration of these technologies. Prior
research has demonstrated that substantial privacy issues may
arise when smart governance systems rely heavily on person-
al data (West, 2005; Heeks, 2006). Practices for gathering and
storing data must be closely monitored to avoid abuse and unau-
thorized access. These problems are made worse in developing
countries by a lack of resources and knowledge necessary to put
strong cybersecurity measures in place (Souter, 2010).

The risk to government networks is increased by trusted insiders
abusing their access credentials and third-party contractors with
inadequate cybersecurity practices (Kshetri, 2010). According
to Bishop and Gates (2008), there is an increasing risk to the
integrity of intelligent governance systems due to cybercrime
and political threats, which also erode public confidence in gov-
ernmental institutions.
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A cyber expert named Genti Progni filed accusations against the
organizations in charge of preventing these types of attacks due
to the recurrent cyberattacks and the government's alleged lack-
luster reaction. A group of about 800 IT specialists support Prog-
ni's position. He wants to increase awareness and hold respon-
sible parties responsible for safeguarding personal information.

Progni emphasized the serious dangers that come with identi-
ty theft and improper use of internet information, including the
pilfering of social media accounts like Facebook and Instagram.
Thousands of worried people wrote to him asking for legal ac-
tion, which suggested that anxiety was common among the pop-
ulation.

Methodology and Data

For this study, a mixed-methods strategy was used, integrating
qualitative and quantitative data collection techniques. Surveys
and interviews with government representatives, cybersecurity
professionals, and individuals impacted by cyberattacks were
used to collect primary data. We gathered secondary data from
government reports, cybersecurity publications, and scholarly
journals. By examining the frequency and kind of cyberattacks
against government targets, the threat's extent was determined.
The reasons for these attacks were investigated, and particular
occurrences in Albania were looked at to comprehend the back-
ground there. Potential solutions based on best practices and in-
ternational standards were put forth, along with an identification
of the difficulties the Albanian government had in putting strong
cybersecurity measures in place.

Research Results and Comments

Since 2001, the number of people who have fallen victim to
cyberattacks has shockingly increased by 16 times. The prob-
lem was made worse by the COVID-19 pandemic, which led
to a 125% rise in cyberattacks globally until 2021. Government
organizations are now major targets for cybercriminals, with a
95% increase in attacks between 2021 and 2022, according to
CloudSEK XVigil study. These attacks can take many different
forms, including as physical loss or theft of unsecured devices
storing sensitive data, social engineering, and system invasions.
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It's interesting to note that 85% of these breaches come from
inside the company, underscoring the significance of taking
a multifaceted strategy to cybersecurity. The primary drivers
of cyberattacks on governments include espionage, financial
gain, and ideological goals. Financially driven cybercrimi-
nals usually target government agencies in an attempt to
pilfer money or extract ransomware payments. Foreign or-
ganizations looking to steal classified material pertaining to
national security also find governments to be attractive tar-
gets. Even though they are less common, some attacks could
be motivated by ideologies that seek to divide people or ob-
struct government operations.

Albania and Cyberattacks - Albania has experienced significant
cyberattacks, notably severing diplomatic ties with Iran after
suspecting them as the culprit. An intense hack that was thought
to be retaliation for Albania's protection of an Iranian opposition
group set off this historic action. Albania is a target for both Rus-
sia and Iran due to its affiliation with the US and its harboring of
Afghan refugees and Iranian dissidents. While this has improved
efficiency, the quick digitization of Albanian government ser-
vices has also revealed serious security flaws.

After concentrating on state institutions, the Iranian-backed
hacker group Homeland Justice turned its attention on Alba-
nia's private bank, Credins Bank, in January 2023. The hackers
leaked the data of business clients and general account holders,
causing widespread concern among the bank's customers. This
incident marked a new front in the cyberattacks, expanding the
threat from public to private entities.

Cybersecurity's Economic Impact Breaches in Digital Gover-
nance - There are numerous financial repercussions from cyber-
security breaches in Albania. A 2023 World Economic Forum
study found that cyberattacks can result in large financial losses,
including direct expenses like fines, lost productivity, and the
price of fixing security breaches. By decreasing foreign invest-
ment and raising the price of cybersecurity insurance, security
breaches indirectly undermine public confidence in government
systems, which can hinder economic growth. For example, com-
panies reported a significant drop in user confidence after the
"E-Albania" platform hack, which decreased the uptake of dig-
ital services and raised transaction costs. Furthermore, OECD
research from 2023 demonstrate that nations with lax digital se-
curity policies typically have slower rates of economic growth
since both home and international businesses are reluctant to
engage in a dangerous digital environment. The escalating ex-
pense of cybersecurity infrastructure, personnel training, and
data recovery places a significant financial strain on both public
and commercial organizations, making the investment in strong
cyber defenses not merely technically necessary but also eco-
nomically critical.

Legal and Social Repercussions - The NATO member state was
rocked by a series of cyberattacks in the middle of 2022 that
targeted official institutions and resulted in the online disclo-
sure of thousands of people's personal information. The attack
on Credins Bank added to the growing worry among Albanians
regarding the protection of their personal information. The pub-
lic's worry has not decreased despite attempts by authorities to
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regulate the situation, such as forbidding media outlets from re-
porting on the contents of the leaks.

A Severe Shortage of Cybersecurity Professionals - The scarcity
of workers in cybersecurity has reached a critical point as cyber
dangers continue to grow. The number of open cybersecurity
jobs worldwide is currently close to 4 million, even with a 10%
rise in employment last year. According to ISC2's most recent
Cybersecurity Workforce Study, the workforce gap has grown
by 12.6% year over year, which highlights the concerning trend
and the growing need for skilled cybersecurity workers.

According to two-thirds of cybersecurity experts, their compa-
nies don't have enough employees to properly detect and resolve
security problems. Organizations' ability to maintain strong cy-
bersecurity defenses is fundamentally challenged by this gap,
which is made worse by economic uncertainty, budget cuts, and
hiring freezes. The lack of skills is especially harmful when it
comes to crucial fields like machine learning, artificial intelli-
gence, cloud computing security, and zero-trust architecture
implementation. A startling 92% of businesses report having a
skills gap in critical cybersecurity knowledge.

What Companies Are Doing to Combat Cybersecurity Threats
- Given these labor shortages, a lot of businesses are being
proactive in strengthening their cybersecurity. With the right
instruction and training, cybersecurity hazards can be avoided
and mitigated. Employers are using webinars and other training
resources more frequently to educate staff members on cyberse-
curity best practices and procedures.

In addition, businesses are implementing new technologies and
routinely auditing their security protocols to find weaknesses in
their systems. Using seasoned cybersecurity experts or consul-
tants has also grown to be a standard tactic for strengthening
defenses and making sure businesses are ready to deal with new
threats in an efficient manner. Organizations may enhance their
ability to tackle the increasing variety of cybersecurity risks in
2024 and beyond by giving priority to education, technology
adoption, and qualified workforce.

Types of Cybersecurity Threats - As digital landscapes evolve,
so do the types of cyber threats that target them. These threats
can be broadly categorized into several types, each with unique
characteristics and methodologies:

*  Malware continues to be prevalent, encompassing various
forms such as viruses, ransomware and spyware. These ma-
licious programs can disrupt operations, steal information
or damage systems.

* Social engineering exploits human interactions to gain
unauthorized access to valuable information and systems.
Phishing, one of the most common forms, tricks users into
divulging sensitive data.

* Insider threats arise from within an organization and can
be accidental or malicious. These threats are particularly
insidious as they bypass traditional security measures with
legitimate access.

* Advanced persistent threats (APTs) are complex, stealthy
and prolonged attacks aimed at specific targets to steal data
or disrupt operations, often undetected for long periods.
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*  Distributed denial of service (DDoS) attacks overload sys-
tems with floods of internet traffic. These attacks disrupt
services and can serve as a smokescreen for more invasive
attacks.

* Ransomware attacks involve encrypting the victim’s data
and demanding payment for decryption keys. These attacks
can paralyze critical systems and demand significant finan-
cial payouts.

¢ Man-in-the-middle (MitM) attacks intercept communica-
tions between two parties to steal or manipulate informa-
tion.

*  Supply chain attacks compromise software or hardware be-
fore they reach the consumer, exploiting trusted relation-
ships.

Challenges and Solutions for Robust Government Cybersecuri-
ty - To address these challenges, the Albanian government must
adopt a holistic approach to cybersecurity. This includes: Imple-
menting Strict Cybersecurity Regulations: Developing and en-
forcing comprehensive cybersecurity policies that address spe-
cific risks and outline best practices for mitigation. Modernizing
IT Infrastructure: Upgrading outdated computer systems with
modern technology and security measures to enhance defenses
against cyber threats.

Investing in Cybersecurity Awareness Training: Educating

Government Employees on Cyber Hazards

*  Conducting Regular Risk Assessments and Audits: Rou-
tine evaluations of cybersecurity measures are essential to
identify and address vulnerabilities promptly. Regular au-
dits ensure compliance with established standards and detect
potential threats before they can cause significant damage.
Enhancing Legal Frameworks: Strengthening data protec-
tion legislation to ensure strict penalties for data breaches
and unauthorized access. This includes developing laws that
support collective action or class-action lawsuits, allowing
citizens to seek remedy collectively. Stablishing Explic-
it Protocols and Procedures: Creating clear guidelines for
handling cybersecurity incidents, including immediate re-
sponse measures, communication strategies, and recovery
plans. These protocols ensure a swift and coordinated re-
sponse to cyberattacks, minimizing their impact.

*  Promoting International Collaboration: Engaging in
international cooperation and information exchange to
bolster cybersecurity capabilities. Partnerships with other
nations and international organizations can provide access
to advanced technologies, expertise, and intelligence on
emerging threats. Phased Implementation of Digital Ser-
vices: Gradually introducing digital governance initiatives
to allow for proper testing and adjustment. This approach
ensures that potential issues are identified and addressed
before a full-scale rollout, reducing the risk of widespread
cyberattacks.

* Improving Public Education and Digital Literacy: Im-
plementing programs to enhance digital literacy among cit-
izens, especially older populations, ensures that everyone
can safely and effectively use online services. This includes
educating the public on recognizing phishing attempts and
other cyber threats. Providing Alternatives to Digital Ser-
vices: Offering both paper-based and digital solutions en-
sures inclusivity and respects personal preferences. Citizens
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who are uncomfortable with digital services should have the
option to use traditional methods, preventing exclusion and
reducing anxiety over data security.

e Implementing Strong Authentication Mechanisms: Uti-
lizing two-factor authentication (2FA) and other advanced
security measures to protect sensitive accounts and systems.
This adds an extra layer of security, making it more difficult
for unauthorized individuals to gain access.

*  Changing Unique Personal ID Numbers: Considering the
renewal of citizens' ID numbers to mitigate the risk of iden-
tity theft. While complex, this measure can significantly re-
duce the impact of previous data breaches.

Conclusion

The digital landscape is constantly evolving, and so must gov-
ernment cybersecurity strategies. By acknowledging the chal-
lenges, understanding the motivations of attackers, and imple-
menting robust security measures, governments can safeguard
sensitive data, protect critical infrastructure, and maintain the
public trust essential for a well-functioning democracy. Continu-
ous vigilance and adaptation are key to ensuring a secure digital
future for governance.

Albania is making a sincere effort to transition to a more modern
system by pushing for digital government. However, significant
challenges remain in the transition to the digital era. Although
digitization offers convenience and efficiency, a large portion
of Albania's population is older and may find it difficult to use
internet resources. Implementing this plan hastily and lacking
adequate preparation leaves the system vulnerable to possible
cyberattacks. People who are wary of digital services now face
an unfair scenario since they could not have a choice in how
their information is handled.

Phased implementation holds the key to a solution. Better pub-
lic education and adaptation, including senior digital literacy
initiatives, would be possible with this phased implementation.
Investing in strong cybersecurity defenses is also essential to
safeguarding private information kept online. Lastly, providing
residents with an option between paper-based and digital solu-
tions guarantees inclusion and honors personal preferences. Alba-
nia can guarantee the long-term viability of its digital governance
system while providing advantages to all residents by addressing
these issues. The following recommendations are proposed to
enhance cybersecurity and privacy in Albania: Develop Compre-
hensive Cybersecurity Policies: The Albanian government should
draft and enforce detailed cybersecurity regulations that address
specific risks and outline best practices. These policies should be
regularly updated to keep pace with evolving threats.

e Invest in Modernizing IT Infrastructure: Upgrading
legacy systems is crucial to defend against modern cyber
threats. This includes investing in new technologies and en-
suring that all systems are equipped with the latest security
features. Enhance Cybersecurity Awareness Training: Gov-
ernment employees must be trained regularly on cyberse-
curity best practices and the latest threats. This reduces the
likelihood of human error and ensures a proactive approach
to data security.
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Promote International Cooperation: Collaborating with
other countries and international organizations can enhance
Albania's cybersecurity capabilities. Sharing information
and strategies can help prevent and respond to cyber threats
more effectively. Conduct Regular Risk Assessments and
Audits: Routine evaluations of cybersecurity measures and
compliance with standards are essential. These assessments
help identify vulnerabilities and ensure that they are ad-
dressed promptly.

Improve Public Education and Digital Literacy: Imple-
menting programs to educate the public, especially older
populations, on digital literacy and cybersecurity can
help mitigate the risks associated with digital gover-
nance. This includes awareness campaigns on recogniz-
ing phishing attempts and protecting personal informa-
tion online.

Provide Alternatives to Digital Services: Offering both
digital and traditional paper-based services ensure that
all citizens can access government services without com-
promising their security or comfort.

Implement Strong Authentication Mechanisms: Uti-
lizing advanced security measures, such as two-factor
authentication, can significantly enhance the protection
of sensitive accounts and systems. Consider Changing
Unique Personal ID Numbers: While complex, renew-
ing citizens' ID numbers may be necessary to address the
risks posed by previous data breaches.

Strengthen Legal Frameworks: Developing laws that
support collective action or class-action lawsuits can em-
power citizens to seek remedy collectively. This provides a
stronger legal recourse for those affected by cyberattacks.
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