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Abstract
Small Modular Reactors (SMRs), suitable for off-grid applications, offer more affordable and clean energy. 
One of the key obstacles to their implementation is accelerating technological development while maintaining 
compliance with safety and security standards throughout their lifecycle. This paper aims to address computer 
security challenges in the deployment of SMRs. SMRs rely heavily on digitalization, making them susceptible 
to cybersecurity threats that jeopardise their safety and functionality. Adequate measures must be put in place 
to mitigate the risk of insider threats, including employee training and strict access controls to limit access 
to critical systems and information. Regularly updating and patching software and systems can prevent Ad-
vanced Persistent Threats(APTs) from gaining long-term access. Encryption, multi-factor authentication, fire-
walls, and intrusion the detection systems protect communication channels from cyber threats. Establishing 
a well-defined emergency response plan, a data recovery plan and regular backup procedures ensures data 
integrity and provides a means to recover quickly from a cyber incident. Adopting a proactive and multidi-
mensional cybersecurity approach reduces the risk of cyber threats and enhances the overall resilience of the 
nuclear infrastructure. Addressing these challenges requires a multi-faceted strategy involving collaboration 
between stakeholders, cybersecurity experts, and governments.

Introduction
Small Modular Reactors (SMRs) are nuclear reactors that are 
smaller in size compared to traditional nuclear power plants. 
They are designed to be more flexible and cost-effective, mak-
ing them suitable for a variety of applications, including indus-
trial settings and as a complement to renewable energy sources. 

SMRs offer potential benefits such as enhanced safety features, 
reduced construction time and the ability to be manufactured 
off-site and be transported to the installation site. They are seen 
as a promising technology for addressing energy security, reduc-
ing greenhouse gas emissions, and meeting the growing energy 
demand.

Figure 1: Small Modular Reactors (Image: A. Vargas/IAEA)
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Critical national infrastructure is coming under more and more 
threat from cyberattacks. Cyberattacks on nuclear power plants 
have the potential to result in physical harm to the facility, dis-
able its security or safety systems, grant unauthorized access to 
confidential nuclear data, or enable the illicit removal of radio-
active material. For nuclear facilities to safeguard both nucle-
ar security and nuclear safety, computer security is essential. 
Governments and businesses in the private sector are among 
the many stakeholders who have begun to adopt cybersecurity 
strategies. Maintaining the emphasis on security in a project as 
complicated as the construction of a small modular reactor is a 
huge issue, but recognizing and following best practices in cy-
bersecurity would be a comforting and successful start to a new 
build. Senior project managers will certainly need to devote their 
entire attention to certain issues, including funding, sophisticat-
ed design and construction, hiring experts, and the effects of me-
dia, governmental, and public monitoring.It would make sense 
to not give priority to issues that need less immediate attention in 
the early stages of design, including protecting instrumentation 
control systems that might not be acquired for several years into 
the project. One of the key obstacles to the implementation of 
Small Modular Reactor technology is accelerating technological 
development while maintaining compliance with safety and se-
curity standards throughout their lifecycle. They rely heavily on 
digitalization, making them susceptible to cybersecurity threats 
that jeopardize their safety and functionality. The deployment 
of Small Modular Reactors in the context of computer security 
presents challenges that need careful consideration.

Challenges Arising from SMR Designs that Impact Comput-
er Security:
Cybersecurity Threats: Increased digitalization makes SMRs 
susceptible to cybersecurity threats, such as hacking and mal-
ware that could compromise the safety and functionality of the 
reactors.

Supply Chain Vulnerabilities: Cyberattacks on suppliers or the 
supply chain could have cascading effects on the security of the 
entire SMR system.

Insider Threats: Insider threats, where individuals with access 
to critical systems intentionally or unintentionally compromise 
security, are a big challenge.

Remote Access Risks: The ability to remotely monitor and con-
trol Small Modular Reactors introduces the risk of unauthorized 
access from external networks.

Data Integrity and Privacy: Ensuring the integrity and privacy 
of sensitive data related to SMR operations is crucial. Unautho-
rized access or manipulation of data could impact the reliability 
and safety of the reactor.

Regulatory Compliance: Meeting cybersecurity standards and 
regulations is essential for the safe operation of nuclear facili-
ties. Ensuring compliance with evolving cybersecurity standards 
and regulatory requirements poses an ongoing challenge.

Human Factor Challenges: Human errors and lapses in cy-
bersecurity hygiene can contribute to vulnerabilities. Adequate 
training for personnel, strict access controls, and regular security 

audits are necessary to address human factor challenges.

Resilience to Advanced Persistent Threats (APTs): SMRs 
must be resilient to sophisticated and persistent cyber threats. 
Advanced Persistent Threats (APTs) pose a significant chal-
lenge, as they involve stealthy, continuous attacks with the aim 
of gaining long-term access to systems.

Securing Communication Networks: Communication net-
works that connect various components of SMRs must be secure. 
Encryption, authentication, and intrusion detection mechanisms 
are vital to protect against cyber threats on communication chan-
nels.

Emergency Response Planning: In the event of a cyber inci-
dent, having a well-defined emergency response plan is crucial. 
This includes strategies for isolating affected systems, restor-
ing operations, and communicating with relevant stakeholders. 
Addressing these challenges requires a multi-faceted approach, 
involving collaboration between different stakeholders. Con-
tinuous monitoring, regular security assessments, and staying 
abreast of evolving cybersecurity threats are essential compo-
nents of a comprehensive cybersecurity strategy for SMRs.

Measures to Address Computer Security Risks Associated 
with SMR Deployment:
Risk Assessment: To find potential weaknesses and dangers 
unique to the SMR system, a complete risk assessment should 
be done. Digital control systems, communication networks, and 
interfaces with external systems should all be taken into account 
in this study.

Regulatory Compliance: Verify compliance to pertinent cyber-
security laws and guidelines. Maintaining a strong cybersecurity 
posture requires adherence to established frameworks, such as 
those offered by international standards groups and nuclear reg-
ulatory bodies.

Secure Design and Development: Implement security by de-
sign principles during the development and design phases of the 
SMR. This includes integrating security features, minimizing 
attack surfaces, and conducting security reviews of the software 
and hardware components.

Network Security: Implement strong network security mea-
sures, including firewalls, intrusion detection and prevention 
systems, and network segmentation. Encryption protocols 
should be used to secure communication channels and protect 
against unauthorized access.

Access Control: Enforce strict access controls to limit access 
to critical systems and information. Implement the principle of 
least privilege to ensure that personnel have the minimum level 
of access necessary for their roles. This also helps by reducing 
the risk of insider threats.

Employee Training and Awareness: Provide cybersecurity 
training to all personnel involved in the Small Modular Reactor 
operations. The employees should be aware of common cyber 
threats and best practices for maintaining a secure working en-
vironment.
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Patch Management: Regularly update and patch software and 
systems to address known vulnerabilities. Establishing a robust 
patch management process to ensures that the security updates 
are applied promptly.

Incident Response Planning: Develop and regularly test an 
incident response plan to effectively respond to cybersecurity 
incidents. This plan should include procedures for isolating af-
fected systems, mitigating the impact, and communicating with 
relevant stakeholders.

Continuous Monitoring: Implement continuous monitoring of 
the systems for signs of unauthorized access, anomalous activi-
ties, or potential security incidents. Automated monitoring tools 
and intrusion detection systems can play a crucial role in this 
regard.

Security Audits and Penetration Testing: Conduct regular secu-
rity audits and penetration testing to identify vulnerabilities and 
assess the effectiveness of security controls.

Secure Supply Chain Practices: Implement secure supply chain 
practices to ensure the integrity and security of components and 
software integrated into the SMR. This includes vetting suppli-
ers and monitoring the supply chain for potential risks.

Collaboration and Information Sharing: Foster collabora-
tion with other stakeholders in the nuclear industry, government 
agencies, and cybersecurity communities. Sharing information 
about emerging threats and best practices can enhance the over-
all security posture.

Backup and Recovery: Establish regular backup procedures 
and a robust data recovery plan. This helps provide a means to 
recover quickly in the event of a cyber incident.

Security Culture: Promote a strong security culture within the 
organization. Encourage a proactive approach to cybersecurity, 
where all employees understand their role in maintaining a se-
cure environment.

Conclusion
The implementation of a comprehensive cybersecurity plan 
that incorporates many layers of defense is necessary to miti-
gate the computer security threats associated with the deploy-
ment of Small Modular Reactors (SMRs).Organizations de-

ploying SMRs can lower the risk of cyberattacks and improve 
the nuclear infrastructure's overall resilience by implementing 
a multi-layered, proactive cybersecurity strategy. It's critical to 
update and modify cybersecurity protocols on a regular basis to 
keep up with changing dangers in the digital world. Addressing 
these challenges requires a multi-faceted approach, involving 
collaboration between nuclear industry stakeholders, cyber-
security experts, regulatory bodies, and relevant government 
agencies. Continuous monitoring, regular security assessments, 
and staying abreast of evolving cybersecurity threats are essen-
tial components of a comprehensive cybersecurity strategy for 
SMRs.
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