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Abstract b
Banking institutions face dynamic information security (IS) challenges, requiring a balance between stringent
confidentiality and privacy mandates and the operational demands of digital banking. Recent research has
contributed significantly to this domain through three key strands: (i) the development and validation of an
ISO/NIST-aligned framework for assessing confidentiality and privacy in bank security policies, (ii) a system-
atic review of IS policy risks, benefits, and emerging trends across U.S. and global banking sectors, and (iii)
the proposal of an integrated cyber-risk management framework tailored for online banking environments
[1-3]. Building on these foundations, this paper introduces a unified approach that bridges policy evaluation
with technical risk assessment and treatment [4, 5]. The proposed model integrates multiple layers: policy
conformance checks against ISO 27001 and NIST SP 800-series standards, threat modeling using STRIDE and
TVRA methodologies, vulnerability classification aligned with OWASP and CWE taxonomies, and iterative
risk scoring and treatment cycles. This holistic design addresses the persistent gap between “written policy”
and operational security controls in digital channels. Empirical findings—such as variability in confidential-
ity and privacy readiness among banking institutions and the influence of regulatory and cultural factors on
compliance—inform the model’s architecture and adoption strategies [6]. Implementation guidance includes
structured steps, governance checkpoints, and measurement artifacts such as maturity indices and control cov-
erage maps. These tools enable banks to progress from policy alignment toward demonstrable control effec-
tiveness and, ultimately, from static compliance to continuous assurance. By linking governance frameworks
with technical safeguards, this approach enhances resilience against evolving cyber threats while ensuring
regulatory conformity and customer trust.
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Introduction

Financial institutions are among the most targeted sectors for
cyberattacks due to the sensitivity and value of customer data
and transaction flows. While banks have long maintained for-
mal Information Security Policies (ISPs), the critical challenge
is ensuring these documents—covering confidentiality, privacy,
identity verification, secure development, and network/email
security—are both complete and continuously translated into
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effective controls across online-banking ecosystems. Without
this alignment, ISPs risk becoming static guidelines rather than
actionable frameworks for mitigating cyber risks [7, §].

Recent research highlights three complementary needs for
strengthening security in this domain. First, there is a demand
for repeatable evaluation frameworks to assess whether confi-
dentiality and privacy requirements in ISPs meet ISO/NIST ex-
pectations and to locate gaps that could expose institutions to
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vulnerabilities. Second, sector-level evidence is essential to map
the evolving risk landscape—including phishing, ransomware,
insider threats, and regulatory non-compliance—and to demon-
strate the benefits of robust information security programs, such
as improved customer trust, Al-enabled fraud reduction, and op-
erational stability. Third, integrated cyber-risk management ap-
proaches must be adopted for online channels. These approaches
should combine threat identification, vulnerability cataloguing,
risk scoring, and treatment planning, while considering cascad-
ing effects among interconnected security features [9, 10].

This paper proposes a unified methodology that connects policy
evaluation with operational cyber-risk management for online
banking. By bridging compliance assessment and proactive risk
mitigation strategies, the framework aims to help financial in-
stitutions of varying sizes and maturity levels strengthen their
security posture. Practical adoption guidelines are also provided
to support implementation, ensuring that banks can effective-
ly translate policy into action and maintain resilience against
emerging cyber threats [11].

Related Work

Policy Evaluation Frameworks in Banking:

AL feel et al. developed and implemented a policy evaluation
framework tailored for banking institutions, focusing on confi-
dentiality and privacy requirements. The framework aligns with
international standards such as ISO and NIST, enabling system-
atic assessment of compliance and security posture. Applied
across multiple banks, the approach identified strengths and
weaknesses in policy implementation and introduced automated
reporting mechanisms. Their findings underscore the importance
of periodic reviews—typically every 6 to 12 months—and the
establishment of dedicated working groups to ensure continuous
improvement in policy effectiveness.

Systematic Reviews of IS Policies and Practices

Ullah et al. conducted a comprehensive review of information
security (IS) policies and practices within U.S. and global bank-
ing sectors. Their synthesis highlights key regulatory anchors,
including the Gramm-Leach-Bliley Act (GLBA), and collabo-
rative mechanisms such as the Cybersecurity and Infrastructure
Security Agency (CISA) and the Financial Services Information
Sharing and Analysis Centre (FS-ISAC). The study emphasizes
the critical role of multi-factor authentication (MFA), the inte-
gration of AI/ML techniques for fraud detection and fostering a
robust security culture as essential complements to formalized
policy frameworks.

Integrated Cyber-Risk Management for Online Banking
Azura et al. proposed a holistic cyber-risk management frame-

work for online banking environments. The model incorporates
STRIDE-based threat modeling, OWASP and CWE vulnera-
bility classifications, and ISO 27005-inspired risk matrices that
combine likelihood and impact assessments. This integrated ap-
proach supports a recurring risk treatment cycle and accounts
for cascading dependencies among security features such as
encryption, authentication, and monitoring. Furthermore, the
framework aligns with zero-trust principles, reinforcing resil-
ience against evolving cyber threats.

Standard Sand Good Practices

International standards and best practices provide foundational
guidance for banking cybersecurity. ISO/IEC 27001 and 27005
outline Information Security Management Systems (ISMS)
and risk management processes, while the NIST Cybersecurity
Framework (CSF) organizes activities into five core functions:
Identify, Protect, Detect, Respond, and Recover. Additionally,
OWASP Top 10 and CWE Top 25 catalog prevalent web and
software vulnerabilities, and CIS Controls v8 offer prioritized
safeguards for mitigating risks.

Methodology

This study integrates three complementary streams: (i) policy
evaluation for confidentiality and privacy compliance, (ii) sec-
tor-level insights into information security (IS) policies, and (iii)
technical cyber-risk management tailored for online banking.
The unified approach unfolds across four iterative phases: (1)
Policy Conformance Mapping, which benchmarks organization-
al policies against regulatory and industry standards; (2) Threat
and Vulnerability Cataloguing, involving systematic identifica-
tion of potential attack vectors and weaknesses; (3) Risk Assess-
ment, applying likelihood—impact matrices to prioritize risks;
and (4) Risk Treatment and Assurance, which develops mitiga-
tion strategies and validates control effectiveness. Each phase
generates structured artifacts—such as compliance checklists,
maturity indices, threat scenarios, and control-to-weakness map-
pings—that evolve through feedback loops. Risk quantification
leverages standardized scoring models, while treatment plan-
ning incorporates coverage maps and remediation backlogs. De-
signed for scalability, the methodology supports banks at vary-
ing maturity levels and facilitates partial automation through
tools like vulnerability scanners and Security Information and
Event Management (SIEM) systems. Governance integration is
achieved via policy committees and risk boards, ensuring align-
ment with strategic objectives and regulatory mandates.

Unified Model: From Policy to Controls and Risk Treatment
Policy Conformance and Maturity Index

Starting from the ISP corpus, we assess the presence, clarity, and
recency of confidentiality/privacy provisions and related poli-

i Threat &
Policy Conformance e
(ISO/NIST, Vulnerallgléty Catalog

Confidentiality & Privacy) OWASP/CWE)

Risk Treatment
& Continuous
Assurance

Risk Assessment
(ISQ 27005
Likelihood xImpact)

Governance: Policy Committee = Risk Board = Audit = Metrics

Figure 1: Unified workflow from policy conformance to continuous assurance.
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Threat and Vulnerability Catalog for Online Banking environments, customer endpoints, and third-party providers
We construct threat scenarios using STRIDE/TVRA princi- (TPPs). Cascading effects among security features are explicitly
ples and categorize vulnerabilities using OWASP Top 10 (e.g., modeled (e.g., certificate validation — authentication bypass —
broken access control, injection) and CWE Top 25 (e.g., buffer session hijacking).

overflows, improper authentication). Threat agents span bank

Threat Modeling: STRIDE / TVRA

Examples: Spoofing, Elevation of Privilege, Repudiation, DeS, Info Disclosure

Vulnerability Families: OWASP Top 10 / CWE Top 25

Examples: Broken Access Control, Injection, Improper Auth, Deserialization, SSRF

Operational Contexts: Bank * Customer * Third-Party Providers

Map ios and across i its; evaluate ing effects.

Figure 2: Layered mapping: threats, vulnerabilities, and operational contexts.

Risk Assessment Matrix 27005-style), yielding severity 0-8: Low (0-2), Medium (3-5),
We score risk as a function of Likelihood and Impact (ISO  High (6-8).

Very High

High -

Medium

Impact
-
Severity

Very Low -

m‘““ e L
e
Likelihood

Figure 3: Risk assessment matrix (likelihood x impact) with severity scale.

Risk Treatment and Continuous Assurance incident response, vulnerability scanning, penetration testing,
Risk treatment options include modification (hardening, patch- IAM reviews, provider governance). Continuous assurance
ing, configuration review), avoidance, retention, and transfer aligns monitoring (SIEM, SOAR), audits, and metrics to track
(insurance). Pre-defined tasks accelerate response (code review, control effectiveness and policy-to-control coverage.

Certificate e Session Transaction
Validation Authentication  f————>|  \ 02 jement Integrity
v
Man-in-the- Privilege Data
Browser Escalation Disclosure

Example cascade: Weak certificate validation — auth bypass - session hijack = fraud [ data leakage

Figure 4: Example cascading effects among security features and attack scenarios.
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Implementation Guidance

Governance: Establish an IS policy committee and a cyber
risk board; define owners for confidentiality, privacy, and on-
line-banking controls. Technology: Enforce MFA and adaptive
authentication; validate certificates (PKI/CA); encrypt data in
transit and at rest; instrument session monitoring. Process: Set

review cadences (semiannual/annual); integrate third-party risk
management; run red-team/pen tests; ensure patch and configu-
ration hygiene. Culture: Conduct recurring security awareness
for staff and customers; share intelligence via sector bodies (e.g.,
FS-ISAC).

Policy & Risk Governance: Board / Policy Committee / Audit

Management: CISO / Risk Owners / Third-Party Oversight

Operations: DevSecOps « SOC (SIEM/SOAR) * IAM « Vulnerability Mgmt « Incident Response

Figure 5: Governance operating model for policy-risk—operations alignment.

Evaluation and Case Insights

Policy Readiness Variability: Applied policy-evaluation results
in prior work show confidentiality/privacy readiness ranging
from ~65% to ~71% across banks, demonstrating benchmarking
value and guiding remediation priorities. Threat/Vulnerability
Coverage: Integrated frameworks improve detection of scenar-

ios such as spoofing, privilege escalation, man-in-the-browser,
and session hijacking, enabling targeted control tuning. Reg-
ulatory and Cultural Factors: Systematic reviews indicate that
regulatory compliance (GLBA/PCI DSS) and coordinated threat
intelligence (CISA/FS-ISAC) materially influence preparedness
and response quality.

T Table 1: Comparative View of GLBA, PCI DSS, and ISO/NIST for Banking Cybersecurity Governance

Aspect GLBA (Gramm Leach Bli- PCI DSS ISO 27001 / NIST CSF
ley Act)
Jurisdiction & | U.S. federal financial privacy | Global industry standard (card [ ISO 27001: international standard; NIST
Type law brands) CSF: U.S. voluntary framework
Scope of Cov- | “Financial institutions” offer- Entities that store, process, ISO 27001: any organization’s Information
erage ing consumer financial prod- or transmit payment card Security Management System (ISMS) NIST
ucts/services; covers customer | data (merchants, processors, CSF: cybersecurity risk across sectors
personal financial information issuers)
Applicability to | Mandatory for U.S. banks, Mandatory for any bank ISO 27001: voluntary but widely adopted
Banks credit unions, lenders, insur- | handling cardholder data, with | globally by banks; NIST CSF: voluntary but
ers, etc. compliance levels based on | endorsed by U.S. regulators (OCC uses it in
transaction volume exam programs)
Primary Objec- | ° Financial Privacy Rule: dis- * Secure cardholder data ISO 27001: Establish/manage ISMS to en-
tives closure/opt out of data sharing * Prevent fraud sure confidentiality, integrity, availability
* Safeguards Rule: protect * Maintain a baseline for data | NIST CSF: Guided by five functions—Iden-
non-public personal informa- protection tify, Protect, Detect, Respond, Recover
tion
* Pretexting Rule: prevent
social engineering
Key Require- * Privacy notices * 12 core requirements: ISO 27001: Risk assessment, security
ments * Risk assessments firewalls, config management, | policies, asset management, access control,
» Written safeguards program encryption, access control, incident management, continual monitoring
* Oversight, vendor manage- vulnerability management, NIST CSF 2.0: Adds governance, supply
ment, training monitoring, security policies chain risk; aligns to Identify—Recover
lifecycle
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Standards &
Certification

Enforced by regulators (FTC,
FFIEC, state agencies); no
formal certification, but sub-
ject to audits and penalties

Validated via Self-Assessment
Questionnaires, Qualified
Security Assessors (QSAs),
Approved Scanning Vendors
(ASVs); non-compliance
triggers fines, card brand
penalties

ISO 27001: Certification by accredited audit
bodies
NIST CSF: No certification; implementation
is audited by regulators/tools in examina-
tions

Enforcement &

FTC/Regulator enforcement;

Card brands/acquirers can

ISO 27001: Certification failure leads to rep-

Penalties fines, orders, reputational loss | impose fines up to hundreds utational risk but no legal mandate
for non-compliance of thousands per breach, plus NIST CSF: Recommendations by OCC,
suspension of processing FFIEC; non-adoption may lead to supervi-
privileges sory action
Best Fit Use U.S.-based banks handling Banks with significant card | ISO 27001: Holistic ISMS framework; suit-
Cases consumer financial data, with | processing needs, issuance, | able for global/regional compliance synergy
focus on privacy and internal merchant relationships NIST CSF: Risk-based cybersecurity man-
safeguards agement; helpful for aligning to regulatory
expectations
Unique Em- Consumer privacy, disclosure Focused on payment data ISO 27001: Continual improvement
phasis and protection of non-public security, encryption, access, (PDCA), international alignment

financial info, vendor over-

vulnerability management

NIST CSF: Governance and supply chain

sight

risk, sector-specific tailoring

Summary and Applicability

*  GLBA s essential for U.S. financial institutions focusing on
customer privacy, with regulation-driven compliance pro-
grams.

*  PCI DSS is critical for banks in the payment card ecosys-
tem, enforcing strict, transactional data-focused controls.

e ISO 27001 and NIST CSF serve as complementary frame-
works offering broad information security management:

« ISO 27001 is a global certification targeting organizational
risk management and security.

* NIST CSF provides a flexible, sector-aligned model, in-
creasingly mandated by U.S. financial regulators.

Discussion

Bridging Policy and Practice: The unified model ensures that
policy statements drive concrete control implementations and
that control telemetry feeds continuous policy improvement.
Cascading Effects: Modeling dependencies among security fea-
tures helps anticipate compound failures (e.g., certificate weak-
nesses enabling authentication bypass). Adoption Challenges:
Smaller banks may face resource constraints; prioritization via
risk scoring and use of shared services (managed detection/re-
sponse) can mitigate. Limitations: This synthesis relies on pub-
lished studies and standards; institution-specific constraints (leg-
acy systems, undisclosed vulnerabilities) may require tailored
adjustments [11-13].

Conclusion

We present a unified approach that connects policy evaluation
for confidentiality/privacy with integrated cyber-risk manage-
ment for online banking. By aligning ISP conformance to ISO/
NIST, structuring threat/vulnerability catalogs with OWASP/
CWE, and operationalizing risk scoring and treatment cycles,
banks can move from static compliance to continuous assurance.
Future work includes automating artifact generation (risk ma-
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trices, coverage maps), enriching sector-specific threat intelli-
gence, and validating outcomes via longitudinal studies [14, 15].
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